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 Abstract 

Software vulnerability disclosure has become a high-volume global security 
process, yet raw CVE counts, technical severity, and real-world exploitation 
are often conflated. This study analyzes 366,873 unique published CVE 
records spanning 1999–1 September 2026 and performs a focused 
longitudinal analysis for the complete years 2016–2025. The snapshot 
contains 195,907 records with CVSS scores, 182,710 with CWE mappings, 
and 1,687 CISA Known Exploited Vulnerabilities (KEV). Among scored 
records, Medium severity accounted for 46.85%, High for 38.21%, Critical 
for 10.51%, Low for 4.38%, and 108 records (0.06%) had a base score of 
0.0 and were classified as None. Severity distributions changed across 2016–
2025 (χ²(36)=1296.4, p<0.001; Cramér’s V=0.048); a CVSS v3.x-only 
sensitivity analysis of 124,082 records yielded a similarly small association 
(χ²(36)=1046.0, p<0.001; V=0.046). Metadata completeness increased 
sharply over time, with CVSS coverage rising from 1.50% in 2016 to 93.86% 
in 2025. KEV-listed vulnerabilities had higher CVSS scores than non-KEV-
listed records (median 8.8 vs 6.9). In the adjusted logistic model (n=195,784; 
1,686 KEV-listed), each one-point increase in CVSS score was associated 
with 1.99-fold higher odds of KEV listing (95% CI 1.90–2.08; p<0.001). 
Publication-to-KEV catalog-addition lag shortened markedly across 
publication eras, while normalized CWE trends showed persistent web 
weaknesses and recent growth in authorization-related categories. These 
findings support vulnerability prioritization that combines technical severity 
with exploitation evidence, attack conditions, asset exposure, and data-quality 
context. 
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1. Introduction 
Software security increasingly depends on the 
ability to interpret an expanding stream of publicly 
disclosed vulnerabilities. The Common 
Vulnerabilities and Exposures (CVE) program 
supplies standardized identifiers, while the 
National Vulnerability Database (NVD) and 
vulnerability-scoring standards add technical 
metadata that support triage, remediation, and 
research [1–4]. As software ecosystems have 
expanded across cloud services, open-source 
dependencies, embedded systems, mobile 
platforms, and enterprise infrastructure, 
vulnerability-management teams face a scale 
problem: they must decide which disclosed flaws 
deserve the fastest attention. 
A central difficulty is that three different concepts 
are often treated as interchangeable. CVE 
publication volume measures the output of the 
disclosure ecosystem; CVSS describes technical 
severity and exploit conditions; and observed 
exploitation indicates that attackers have actually 
used a vulnerability in the wild. NIST explicitly 
cautions that CVSS is a severity measure rather 
than a complete measure of organizational risk [2]. 
Earlier empirical research likewise found that high 
CVSS scores alone are insufficient for efficient 
remediation prioritization and that exploitation 
evidence provides additional value [11–18]. 
This study examines how the software-
vulnerability landscape has changed over time 
using record-level CVE data. It quantifies changes 
in CVE publication volume, CVSS severity, and 
attack-vector characteristics; evaluates the 
association between severity and CISA KEV 
status; measures the interval between CVE 
publication and KEV addition; and identifies the 
most frequently reported CWE weakness classes. 
By considering these measures together, the 
analysis distinguishes vulnerability disclosure 
volume from technical severity, exploitability 
conditions, and evidence of exploitation in the 
wild. The study contributes a single reproducible 
record-level framework that jointly evaluates 
disclosure growth, CVSS severity and version 
effects, attack conditions, metadata completeness, 
KEV listing, publication-to-catalog lag, and 

normalized CWE composition. This combination 
allows observed temporal changes to be separated 
more carefully from changes in scoring-system 
adoption and database enrichment. 
 
2. Background and Related Literature 
2.1 CVE, NVD, and vulnerability measurement 
The CVE system provides stable identifiers for 
disclosed vulnerabilities and is now supported by 
a distributed network of CVE Numbering 
Authorities. The NVD enriches CVE records with 
standardized information, including CVSS data 
and product/configuration metadata [1–3]. These 
databases have enabled longitudinal security 
research for two decades, including early large-
scale vulnerability-lifecycle studies and empirical 
examinations of disclosure, patching, zero-day 
exploitation, and vulnerability ageing [17–20]. 
 
2.2 CVSS: severity rather than complete risk 
CVSS provides a standardized description of 
vulnerability severity through numerical scores 
and vector components. CVSS v3.x and v4.0 
classify scores from 9.0–10.0 as Critical, 7.0–8.9 as 
High, 4.0–6.9 as Medium, and 0.1–3.9 as Low 
[3,4]. The vector describes exploitation conditions 
such as Attack Vector, Attack Complexity, 
Privileges Required, and User Interaction. CVSS 
v4.0 also introduced additional distinctions, 
including Active and Passive forms of user 
interaction [3]. Recent user studies have shown 
that CVSS scoring can be inconsistent across 
assessors, reinforcing the need to interpret scores 
carefully [25,26]. 
 
2.3 Exploitation evidence and prioritization 
The CISA KEV catalog provides a different signal: 
inclusion requires evidence that a vulnerability has 
been exploited in the wild and is intended to 
support remediation prioritization [5,6]. This 
distinction aligns with a substantial research 
literature showing that only a subset of disclosed 
vulnerabilities is exploited and that exploit 
evidence can improve prioritization beyond static 
severity thresholds [11–16]. EPSS and SSVC are 
prominent examples of efforts to supplement 
severity with threat or stakeholder-specific context 



INTERNATIONAL JOURNAL OF ADVANCED RESEARCH 

International Peer-Reviewed Research Journal 

ISSN (Online): 3106-7980 | ISSN (Print): 3106-7972 

Volume 3 • Issue 5 • September 2026 

https://ijournalar.com  | Ismail et al., 2026 | Page 1591 

[12,14,15]. The present study does not train 
predictive models; instead, KEV is treated as an 
observed exploitation label for descriptive and 
inferential comparison. 
 
2.4 Data quality and current operational 
constraints 
Public vulnerability repositories change as records 
are added, revised, and enriched. Prior research 
has documented missing or inconsistent NVD 
information and difficulties in interpreting some 
CVSS ratings [24]. NIST also revised its NVD 
enrichment operations in 2026 in response to 
record growth and processing constraints [10]. For 
this reason, missing CVSS and CWE fields are 
reported as part of the dataset rather than filled 
through imputation. 

3. Data and Methods 
3.1 Dataset 
The analysis uses three CSV shards derived from 
the public CVE corpus and frozen on 1 September 
2026: cve_2022_and_before.csv, 
cve_2023_to_2025.csv, and 
cve_2026_to_now.csv. After concatenation, the 
dataset contained 366,873 rows and exactly 
366,873 unique CVE identifiers, so no duplicate 
CVE IDs required removal. Publication dates 
ranged from 29 September 1999 to 1 September 
2026. The columns used in this study included 
CVE ID, publication/update dates, CVSS version, 
base score, vector, CWE identifiers, CISA KEV 
indicator and date, SSVC-related fields, vendor, 
product, and CPE fields. 

 
Table 1. Record availability in the 1 September 2026 CVE snapshot. 

Dataset characteristic Records Share of all CVEs 
All published CVEs 366,873 100.00% 
CVSS score available 195,907 53.40% 
CWE mapping available 182,710 49.80% 
CISA KEV 1,687 0.46% 

 
3.2 Analytical period and variables 
All 366,873 records were used for overall 
descriptive statistics. Temporal hypothesis tests 
were restricted to complete calendar years 2016–
2025 to avoid treating the partial 2026 year as 
comparable with full years. CVSS severity bands 
were assigned using version-specific thresholds: 
CVSS v2 scores of 7.0–10.0 were High, whereas 
v3.x/v4.0 scores of 9.0–10.0 were Critical and 
7.0–8.9 High. Scores of exactly 0.0 were retained 
as the explicit CVSS qualitative category None; 
this accounts for 108 scored records and resolves 
the fifth-category degrees of freedom in the severity 
tests. Attack Vector, Attack Complexity, Privileges 
Required, and User Interaction were parsed 
directly from CVSS vector strings. CWE fields 
were split into individual identifiers so a CVE with 
multiple mappings could contribute to multiple 
weakness categories. 
 

3.3 Statistical analysis 
Categorical distributions were summarized as 
counts and percentages. Pearson chi-square tests 
assessed whether severity and attack-vector 
distributions varied across 2016–2025, with 
Cramér’s V used to quantify effect size. CVSS 
scores for KEV-listed and non-KEV-listed records 
were compared using a two-sided Mann–Whitney 
U test. A severity-by-KEV chi-square test assessed 
association between qualitative severity and KEV 
listing. To evaluate measurement-system 
sensitivity, the severity trend analysis was repeated 
using CVSS v3.x records only. Year-specific CVSS, 
CWE, and vector completeness was calculated 
using all published CVEs in each year as the 
denominator. A multivariable logistic regression 
modeled KEV listing using CVSS base score, 
Attack Vector, Attack Complexity, Privileges 
Required, harmonized User Interaction, and 
publication year; adjusted odds ratios (aORs) and 
95% confidence intervals are reported. 
Publication-to-KEV lag was calculated as catalog 



INTERNATIONAL JOURNAL OF ADVANCED RESEARCH 

International Peer-Reviewed Research Journal 

ISSN (Online): 3106-7980 | ISSN (Print): 3106-7972 

Volume 3 • Issue 5 • September 2026 

https://ijournalar.com  | Ismail et al., 2026 | Page 1592 

addition date minus CVE publication date and 
stratified by publication era. Negative lags were 
retained as timestamp/catalog chronology artifacts 
and are reported transparently. Finally, 
longitudinal CWE patterns were normalized by 
the number of CWE-mapped CVEs in each 
publication year, avoiding interpretation of raw 
growth as compositional change. 
 
3.4 Reproducibility 
The analysis was implemented in Python using 
pandas, NumPy, SciPy, statsmodels, and 
Matplotlib. No machine-learning model was 
trained. The complete processing workflow used 
the three frozen CSV shards, deterministic severity 
classification, CVSS-vector parsing, inferential 
tests, adjusted logistic regression, lag stratification, 
and normalized CWE aggregation. The exact 

analysis script is supplied as Supplementary File S1 
(CVE_analysis_reproducibility.py), with derived 
result tables supplied in Supplementary Data S2; 
file names and transformation rules are 
documented in the script so the reported analyses 
can be regenerated from the same snapshot. 
 
4. Results 
4.1 Growth in published CVEs 
Within the principal longitudinal window, annual 
publication volume increased from 6,457 CVEs in 
2016 to 48,153 in 2025, reaching 7.46 times its 
2016 level (a 645.7% increase). As shown in Figure 
1, growth accelerated after 2022: the dataset 
contains 25,000 CVEs for 2022, 28,847 for 2023, 
39,925 for 2024, and 48,153 for 2025. Because 
2026 is incomplete at the 1 September snapshot, 
it is not used as a full-year comparator. 

 
Figure 1. Published CVE records by year, 2016–2025, calculated from the merged dataset. 

 
Table 2. Annual CVE counts used in the longitudinal analysis. 

Year Published CVEs 
2016 6,457 
2017 14,642 
2018 16,510 
2019 17,308 
2020 18,363 
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2021 20,177 
2022 25,000 
2023 28,847 
2024 39,925 
2025 48,153 

 
4.2 CVSS severity distribution 
Table 3. Overall CVSS severity distribution (n = 195,907 scored records; None denotes CVSS base score 

0.0). 
Severity Records Share of scored CVEs 
Critical 20,592 10.51% 
High 74,854 38.21% 
Medium 91,781 46.85% 
Low 8,572 4.38% 
None (score 0.0) 108 0.06% 

 
Medium severity was the largest category 
(46.85%), followed by High (38.21%), Critical 
(10.51%), Low (4.38%), and None (0.06%). 
Across 2016–2025, the five-category severity 
distribution changed significantly (χ²(36)=1296.4, 
p<0.001), but Cramér’s V=0.048 indicates a small 
association between year and severity. Figure 2 

visualizes this distribution over time and shows the 
conspicuous early fluctuation in Critical severity. 
Because scoring coverage and CVSS-version 
composition changed strongly over the same 
period, this pattern is interpreted alongside the 
sensitivity and completeness analyses below rather 
than as a direct change in underlying software risk. 

 

 
Figure 2. CVSS severity distribution among scored records, 2016–2025. 
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4.2.1 CVSS-version sensitivity analysis 
Restricting the longitudinal analysis to 124,082 
CVSS v3.x-scored records produced a very similar 
small year–severity association (χ²(36)=1046.0, 
p<0.001; Cramér’s V=0.046). As Figure 3 shows, 
the broad post-2018 pattern remains after 
excluding CVSS v2 and v4.0, although 2016–2017 
estimates are based on sparse scored subsets and 

should be interpreted cautiously. In the v3.x-only 
series, Medium severity increased from 43.91% in 
2022 to 49.08% in 2025, while High remained 
between 35% and 38% during 2023–2025. This 
sensitivity analysis indicates that version mixing 
does not explain the entire temporal pattern, but 
scoring coverage remains an important source of 
selection. 

 

 
Figure 3. CVSS v3.x-only severity distribution, 2016–2025 (sensitivity analysis). 

 
4.2.2 Year-by-year metadata completeness 
Metadata completeness changed substantially 
across the longitudinal window. CVSS 
score/vector coverage rose from 1.50% of 
published CVEs in 2016 to 59.06% in 2022, 
80.26% in 2023, 94.46% in 2024, and 93.86% in 

2025. CWE coverage similarly increased from 
1.01% in 2016 to 88.29% in 2025. Figure 4 makes 
this enrichment gradient explicit. Accordingly, 
early-year severity and vector percentages describe 
a small enriched subset of published CVEs rather 
than the full annual corpus. 

 
Table 4. Year-by-year metadata completeness, 2016–2025. 

Year Published CVEs CVSS available CWE available Vector available 
2016 6,457 1.50% 1.01% 1.50% 
2017 14,642 2.94% 6.38% 2.94% 
2018 16,510 10.55% 15.36% 10.55% 
2019 17,308 15.21% 13.78% 15.21% 
2020 18,363 33.07% 20.37% 33.07% 
2021 20,177 41.53% 35.71% 41.53% 
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2022 25,000 59.06% 56.47% 59.06% 
2023 28,847 80.26% 75.45% 80.26% 
2024 39,925 94.46% 86.56% 94.46% 
2025 48,153 93.86% 88.29% 93.86% 

 
 

 
Figure 4. CVSS, CWE, and vector metadata completeness by publication year, 2016–2025. 

 
4.3 Attack vector and exploitability conditions 

Table 5. Attack Vector distribution among CVSS-vectorized records. 
Attack vector Records Share of vectorized CVEs 
Network 145,767 74.41% 
Local 40,806 20.83% 
Adjacent 7,569 3.86% 
Physical 1,765 0.90% 

 
As summarized in Table 5 and visualized in Figure 
5, network-reachable vulnerabilities dominated 
the dataset: 145,767 records (74.41%) had AV:N, 
compared with 40,806 Local (20.83%), 7,569 
Adjacent (3.86%), and 1,765 Physical (0.90%). 
The distribution changed significantly over 2016–
2025 (χ²(27)=1656.4, p<0.001), again with a small 
effect size (Cramér’s V=0.063). After falling to 
around 64% in 2020–2021, the Network share 

rose to 76.66% in 2025. Across all vectorized 
records, 88.15% had Low Attack Complexity, 
52.05% required no privileges, and 70.06% 
required no user interaction under the applicable 
CVSS vocabulary. Because CVSS v4.0 replaced 
the single v3.x 'Required' interaction state with 
Active/Passive distinctions, User Interaction is 
interpreted descriptively rather than as a directly 
stable long-term category [3]. 
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Figure 5. Attack Vector distribution among CVSS-vectorized records, 2016–2025. 

 
4.4 Known exploitation and CVSS severity 
Only 1,687 of the 366,873 CVEs (0.46%) were 
KEV-listed in the snapshot. KEV listing is treated 
as positive evidence of known exploitation, 
whereas absence from KEV is not interpreted as 
evidence of non-exploitation. KEV-listed 
vulnerabilities were markedly more severe: their 
median CVSS score was 8.8 (mean 8.36), 

compared with a median of 6.9 (mean 6.79) 
among non-KEV-listed records. The Mann–
Whitney test was highly significant 
(U=250400932, p<0.001), with a rank-biserial 
effect magnitude of approximately 0.528. Figure 6 
shows the corresponding unadjusted KEV 
prevalence gradient across the four non-zero 
severity bands. 

 
Table 6. CISA KEV prevalence by CVSS severity, including the None (0.0) category. 

CVSS severity KEV records Scored records KEV prevalence 
Critical 585 20,592 2.841% 
High 891 74,854 1.190% 
Medium 204 91,781 0.222% 
Low 7 8,572 0.082% 
None (score 0.0) 0 108 0.000% 

 
KEV listing was associated with the five-category 
severity variable (χ²(4)=1541.2, p<0.001). Critical 
vulnerabilities had the highest KEV prevalence 
(2.84%), followed by High (1.19%), Medium 
(0.22%), Low (0.08%), and None (0%). However, 

211 KEV-listed entries were Medium or Low, 
showing that a high-severity cutoff alone can omit 
vulnerabilities with documented exploitation 
evidence. 
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Figure 6. Proportion of scored CVEs in CISA KEV by qualitative CVSS severity. 

 
4.4.1 Adjusted correlates of KEV listing 
The multivariable logistic regression included 
195,784 records with complete CVSS score and 
vector components, of which 1,686 were KEV-
listed. After adjustment for attack conditions and 
publication year, each one-point increase in CVSS 
base score was associated with 1.99-fold higher 
odds of KEV listing (aOR 1.99, 95% CI 1.90–
2.08, p<0.001). Relative to local attack vector, 
network vector had lower adjusted odds (aOR 
0.58, 95% CI 0.51–0.66), illustrating that base 

score, vector characteristics, and publication 
timing are not interchangeable signals. No-user-
interaction vulnerabilities also had lower adjusted 
odds than harmonized interaction-required 
vulnerabilities (aOR 0.81, 95% CI 0.72–0.92). 
The negative publication-year coefficient (aOR 
0.73 per year, 95% CI 0.72–0.74) should not be 
interpreted causally: older vulnerabilities have had 
more time to enter KEV, and catalog coverage is 
time-dependent. 

 
Table 7. Multivariable logistic regression of KEV listing (n = 195,784). 

Predictor aOR 95% CI p 
CVSS base score (per 1 
point) 

1.99 1.90–2.08 <0.001 

Attack Vector: Network 
vs Local 

0.58 0.51–0.66 <0.001 

Attack Vector: Adjacent 
vs Local 

0.27 0.19–0.40 <0.001 

Attack Vector: Physical 
vs Local 

0.87 0.41–1.86 0.729 

Attack Complexity: Low 
vs High 

0.87 0.72–1.04 0.114 
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Privileges: Low vs High 0.91 0.72–1.16 0.447 
Privileges: None vs High 1.18 0.93–1.49 0.164 
User Interaction: None 
vs Yes 

0.81 0.72–0.92 0.001 

Publication year (per 
year) 

0.73 0.72–0.74 <0.001 

 
4.5 Publication-to-KEV lag 
All 1,687 KEV records had an interpretable 
catalog-addition date. The raw publication-to-KEV 
addition lag had a median of 265 days (IQR 9.5–
1397.5); 59 records had negative lags, consistent 
with timestamp revisions or catalog chronology. 
Figure 7 displays the non-negative lag distribution 
for continuity with the primary descriptive 
analysis. Because the pooled distribution is 
strongly confounded by vulnerability age and the 

later introduction of the KEV catalog, the analysis 
was additionally stratified by CVE publication era. 
Figure 8 shows a steep decline in median catalog-
addition lag: 5,549.5 days for pre-2010 CVEs, 
3,227 days for 2010–2015, 1,199 days for 2016–
2020, 152 days for 2021–2022, 7 days for 2023–
2024, and 6 days for 2025–2026. These values 
describe catalog addition, not time to first 
exploitation. 

 

 
Figure 7. Distribution of non-negative CVE publication-to-KEV addition lag; values above 10 years are 

capped for display only. 
 
Table 8. Publication-to-KEV catalog-addition lag by CVE publication era. 

Publication era KEV records Median lag, days IQR, days 
<2010 28 5,549.5 4,746.8–6,214.3 
2010–2015 168 3,227.0 2,683.8–3,824.0 
2016–2020 493 1,199.0 700.0–1,730.0 
2021–2022 345 152.0 33.0–307.0 
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2023–2024 325 7.0 0.0–105.0 
2025–2026 328 6.0 0.0–34.3 

 
 

 
Figure 8. Median and interquartile publication-to-KEV catalog-addition lag by publication era. 

 
4.6 CWE weakness patterns 
Table 9. Twenty most frequent CWE mappings in the complete dataset. Counts are mapping occurrences; 
a CVE can contribute to more than one CWE category. 

CWE Weakness class Mapped occurrences 
CWE-79 Cross-site scripting 27,673 
CWE-89 SQL injection 12,457 
CWE-862 Missing authorization 7,865 
CWE-284 Improper access control 6,377 
CWE-352 Cross-site request forgery 5,947 
CWE-22 Path traversal 5,497 
CWE-20 Improper input validation 5,203 
CWE-787 Out-of-bounds write 4,917 
CWE-125 Out-of-bounds read 4,762 
CWE-416 Use after free 4,662 
CWE-200 Sensitive information exposure 4,553 
CWE-74 Injection 4,533 
CWE-78 OS command injection 4,314 
CWE-94 Code injection 4,188 
CWE-121 Stack-based buffer overflow 3,689 
CWE-119 Memory-buffer bounds 3,151 
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CWE-120 Classic buffer overflow 3,071 
CWE-434 Dangerous file upload 3,002 
CWE-918 Server-side request forgery 2,771 
CWE-400 Uncontrolled resource 

consumption 
2,769 

 
CWE-79 (cross-site scripting) was the most 
frequent mapped weakness with 27,673 
occurrences, followed by CWE-89 (SQL injection; 
12,457), CWE-862 (missing authorization; 7,865), 
CWE-284 (improper access control; 6,377), and 
CWE-352 (cross-site request forgery; 5,947). 
Figure 9 displays the 15 most frequent mappings 
in the complete snapshot. Because raw counts 
increase mechanically as the CVE corpus grows, a 
second analysis normalized each CWE by the 

number of CWE-mapped CVEs in its publication 
year. Figure 10 shows that CWE-79 remained 
prominent, increasing from 14.35% of CWE-
mapped 2022 CVEs to 18.55% in 2025; CWE-89 
rose from 5.02% to 9.33%, and CWE-862 from 
1.71% to 5.47%. The normalized view therefore 
supports a recent compositional rise in several web 
and authorization-related weaknesses rather than 
merely reflecting growth in total CVE volume. 

 

 
Figure 9. Fifteen most frequent CWE mappings in the 366,873-record dataset. 

 



INTERNATIONAL JOURNAL OF ADVANCED RESEARCH 

International Peer-Reviewed Research Journal 

ISSN (Online): 3106-7980 | ISSN (Print): 3106-7972 

Volume 3 • Issue 5 • September 2026 

https://ijournalar.com  | Ismail et al., 2026 | Page 1601 

 

 
Figure 10. Normalized annual prevalence of the 12 most frequent CWE mappings, 2016–2025 (% of 

CWE-mapped CVEs per year). 
 
5. Discussion 
5.1 Vulnerability disclosure is expanding faster 
than simple risk narratives suggest 
The increase from 6,457 CVEs in 2016 to 48,153 
in 2025 is operationally important, but Figure 1 
should not be interpreted as a direct measure of 
worsening software security. Earlier lifecycle 
research emphasized that disclosure counts 
depend on discovery, assignment, vendor 
participation, and publication processes [17–20]. 
The present results extend that argument by 
showing that metadata enrichment changed just as 
dramatically: Figure 4 documents CVSS coverage 
rising from 1.50% to 93.86% across the same 
decade. NIST’s 2026 move toward risk-based 
NVD enrichment further reinforces the need to 
distinguish disclosure volume from metadata 
availability [10]. 
 

5.2 Severity is associated with exploitation, but 
does not replace exploitation evidence 
The KEV analyses reinforce prior evidence that 
CVSS severity and exploitation evidence are 
related but non-equivalent. Allodi and Massacci 
[11] showed that severity alone is an inefficient 
remediation proxy, while EPSS explicitly models 
exploitation probability [12] and SSVC adds 
stakeholder context [14,15]. In the present dataset, 
KEV-listed vulnerabilities had higher CVSS 
scores, but 211 KEV-listed vulnerabilities were 
only Medium or Low. The adjusted model 
strengthens this result: CVSS score remained 
independently associated with KEV listing (aOR 
1.99 per point), yet vector characteristics and 
publication year also contributed. This supports 
using CVSS as one input rather than treating it as 
a complete risk score, consistent with 
NIST/FIRST guidance and critiques of direct 
CVSS-based prioritization [2,3,13]. 
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5.3 Attack conditions matter at scale 
Nearly three quarters of vectorized vulnerabilities 
were network-reachable and almost nine in ten 
had low attack complexity. Figure 5 shows that 
these proportions also vary over time. 
Operationally, attack conditions matter because 
vulnerabilities with identical base scores can differ 
in reachability, required privileges, and 
interaction. The adjusted KEV model further 
shows that these components should not be 
interpreted in isolation: conditional associations 
can differ from simple prevalence patterns because 
score, vector components, publication year, and 
catalog exposure are correlated. 
 
5.4 CWE results point to persistent classes of 
preventable weakness 
The raw CWE ranking in Figure 9 confirms 
persistent concentrations in cross-site scripting, 
SQL injection, authorization failures, traversal, 
input validation, and memory-safety weaknesses. 
The normalized heatmap in Figure 10 adds an 
important longitudinal qualification: some 
categories, particularly CWE-862 and CWE-89, 
increased as a share of mapped CVEs in recent 
years. This strengthens the case for class-level 
prevention through safer frameworks, access-
control design, memory-safe components, code 
review, and automated testing rather than relying 
only on post-disclosure patching [7–9]. 
 
5.5 Implications for vulnerability-management 
policy 
The findings support a triage process that begins 
with the organization’s own exposure: whether the 
affected software is present, reachable, and 
important to operations. Evidence of active 
exploitation, including KEV status, should then 
be considered alongside CVSS vector 
characteristics such as network reachability, 
required privileges, attack complexity, and user 
interaction. The CVSS base score remains useful 
as a standardized severity measure, but the final 
remediation order should also reflect asset 
criticality, compensating controls, patch 
availability, and potential business impact. This 
approach is consistent with the context-sensitive 

reasoning used in SSVC and related prioritization 
frameworks [14,15]. 
 
6. Limitations 
This study uses disclosed and published CVEs, not 
the unobservable universe of all software 
vulnerabilities. Counts are affected by reporting 
practices, CNA participation, vendor disclosure 
policies, and retrospective updates. Metadata 
missingness is substantial and strongly time-
dependent: Figure 4 shows that early-year 
CVSS/CWE coverage is especially sparse. The 
sensitivity analysis reduces CVSS-version 
heterogeneity but cannot eliminate selection into 
scoring. NVD operational changes and 
enrichment backlogs can also alter metadata 
availability [10,24]. 
CVSS versions are not perfectly equivalent. 
Version-specific severity thresholds and 
compatible Attack Vector categories were used, 
and the v3.x-only sensitivity analysis produced 
similar small effect sizes, but metric semantics still 
evolve across versions. CISA KEV is authoritative 
evidence for vulnerabilities known to have been 
exploited, not a complete census of every exploited 
CVE; therefore non-KEV-listed records are not 
labeled 'unexploited.' The logistic regression is 
associational and is affected by differential time at 
risk for catalog inclusion. Finally, KEV addition 
date is a catalog timestamp rather than the true 
first-exploitation date, so Figures 7 and 9 measure 
publication-to-catalog addition rather than 
publication-to-attacker use. 
 
7. Conclusion 
Analysis of 366,873 CVE records documents 
rapid expansion of the public vulnerability corpus 
together with persistent variation in severity, 
attack conditions, weakness classes, metadata 
completeness, and exploitation evidence. Annual 
publication reached 7.46 times its 2016 level by 
2025. The previously hidden fifth severity category 
was identified as 108 CVSS 0.0 records (None), 
resolving the denominator and degrees-of-freedom 
inconsistency. Severity trends remained 
statistically detectable but small in both the mixed-
version and CVSS v3.x-only analyses, while sharply 
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improving metadata coverage cautions against 
treating early-year percentages as directly 
comparable to recent years. 
CVSS severity and KEV listing were related but 
captured different information. Higher CVSS 
score remained associated with KEV listing after 
adjustment, yet vector characteristics and 
publication timing also mattered, and 
documented exploitation evidence occurred 
among Medium and Low vulnerabilities. 
Publication-to-KEV addition lag shortened 
strongly for recent publication eras, while 
normalized CWE trends identified persistent web 
weaknesses and rising authorization-related 
categories. In practice, prioritization should 
combine severity, attack conditions, KEV/other 
exploitation evidence, asset exposure, patchability, 
and organizational context rather than rely on a 
single score. 
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