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Abstract
Keywords It is widely reported that machine learningbased phishing website detectors are
Phishing  Detection, Machine able to detect phishing sites with 95-99% accuracy; however, the vast majority
Learning, Cross-Dataset  of these results are achieved by training and testing a detector using only one
Generalization, Explainable Al, phishing website benchmark set. This paper empirically explores whether such
SHAP, Cybersecurity. models can be applied to unseen phishing data. On two open-source benchmark

datasets (the UCI Phishing Websites Dataset and the PhiUSIIL Phishing

URL Dataset), we train Random Forest and XGBoost classifiers with five
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iframe usage, redirection behaviour, and hyphenated domain names. For both
models, the same-dataset (baseline) evaluation results in an accuracy of 76-
78%. But if this model is tested on the other dataset, the accuracy drops to
40-48%, and the ROC-AUC is under 0.5, with the Matthews Correlation
Copyright @Author Coefficient (MCC) becoming negative in both cross-dataset evaluations,
Corresponding Author: *
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meaning that the model fails to outperform random guessing. In addition,
SHAP (SHapley Additive exPlanations) analysis indicates that the most
influential feature varies across datasets: URL length is most influential on
the UCI dataset, while iframe usage is most influential on PhiUSIIL. To
validate results, the analysis was performed using a 5-+fold crossvalidated
approach. The results show that high single-dataset accuracy does not
necessarily mean high realworld accuracy, as well as that the importance of
features is not fixed across data sources. The implications for the design of more
generalizable phishing detection systems are discussed, and directions for future
work are outlined.

1 INTRODUCTION

Phishing continues to be one of the most common
and costliest types of cybercrime, designed using
deceptive Web pages and URLs to trick users into
providing personal identification and confidential

data [1, 23, 33]. Nearly all phishing web detection

studies have shown that machine learning (ML) is
the biggest and most successful method for
automatically detecting phishing websites, and
many studies show that classical machine learning
algorithms like the random forest, support vector
machines (SVM), and gradient boosting
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algorithms are extremely accurate, with often just
5% to 10% mistakes, and in some cases, they are
almost 100% accurate [34, 35, 36]. This high
performance is, however, almost universally
reported with a single train-test split taken from a
single benchmark dataset, most often the UCI
Phishing Websites Dataset. By definition, real-
world phishing detection systems have to have
encountered new sites and URLs in an ever-
changing threat landscape during training. The
extent to which models tested on one static
benchmark can be used to predict new phishing
patterns has been relatively little studied. This
study targets that directly. Two research questions
are asked: (1) What is the deterioration in
classification accuracy when a phishing detection
model is used in a different open-source dataset,
and (2) are explainable Al techniques able to
provide an understanding of the deterioration? In
both cases, we provide empirical answers to the
two questions by employing two benchmark
datasets that are publicly available, two popular
classifiers, and feature importance measures
extracted from SHAP-based feature analysis [37,
38, 39].

The rest of this paper is organized into two
sections. The related works are reviewed in Section
2. In Section 3, the research gap is summarized.
The datasets, feature alignment procedure and
models are described in Section 4. The
experimental setup is described in Section 5. The
results of Section 6 are presented and discussed.
The paper is concluded and future work is
indicated in Section 7. Section 6 presents and
discusses the results. Section 7 concludes the
paper and outlines future work.

2 Related Work

Most of the phishing detection research uses
classical machine learning algorithms and they use
the UCI Phishing Websites Dataset as the
benchmark for the evaluation of the models, with
the majority reporting an accuracy of 95-99%
using feature selection and hyperparameter
tuning, followed by ensemble stacking methods
(26, 27, 9, 17, 11]. There are several publications
that specifically consider the class imbalance
problem when applying SMOTE and its variants

together with boosting classifiers to further
enhance the performance reported [24, 13, 14].
These studies show that classical ML models can
perform well on the individual benchmark
datasets but are almost always tested using a single
train-test split from the same dataset [40, 41, 43].
A parallel line of study utilizes deep learning
architectures like those based on Convolutional
Neural Network (CNN), Long Short-Term
Memory (LSTM), and hybrid CNN-LSTM to
learn more complex patterns in the strings of
URLs and webpage content [4, 2, 1, 22]. Recently,
transformer-based models such as BERT and
RoBERTa have been utilized for phishing URL
classification [31, 5, 6] and research that
investigates the use of large language models
(LLMs) using prompt engineering or fine-tuning
has emerged as the latest trend in this research
stream [20]. A similar structural method is used to
find zero-day phishing pages that are similar in
appearance to the legitimate brands [la, 15].
However, these generally need  more
computational resources and, like their classical
counterparts, are usually validated only on a single
dataset (42, 44].

Given that high-performing ML models are "black
boxes," an increasing number of papers have
sought to make them more transparent by adding
explainable Al methods, such as SHAP and LIME,
which explain how features contribute to model
predictions [7, 12, 28, 8]. Most of the studies that
focus on XAl do so for a single dataset, but do not
consider the consistency of feature importance
explainability across datasets.

Another (but related) research direction looks at
how robust phishing detectors are to carefully
constructed adversarial inputs. Even the most
accurate models suffer from low detection rates in
the presence of small realworld changes to the
URL or webpage features, as shown in studies like
Kulkarni et al. [19] and Song et al. [25]. Adversarial
conceptually  linked  to
generalization, but it considers a different threat
model (deliberate evasion) than the natural
distributional ~ differences between different
datasets, and, thus, is not considered here [45].
Recently, several studies, although few in number,
have begun to challenge whether reported

robustness is
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accuracy is a true measure of their detection
capability, or a specific overfitting of the dataset
they are based on. Mia et al. [3] assessed how well
eight machine learning models performed on two
open phishing datasets, showing that the accuracy
of the models [46], when tested on the other
dataset, decreased from 92-99% to 51-59%, and
that the feature contributions varied in
significance between the two datasets. A cross-
dataset performance recovery-related ensemble
transfer-learning approach is proposed using a
feature-space alignment technique [10]. This
directly inspires the present study, which expands
on this line of research by combining a new dataset

pair: UCI Phishing Websites Dataset and

PhiUSIIL Phishing URL Dataset [16] (which is
larger and more recent), and a feature-
transferability analysis based on a common set of
features that is explicitly dataset-agnostic.

This gap is also reflected in the wider field, as
evidenced by recent research efforts to address
cross-dataset generalization and explainability in
phishing detection research [18, 31, 28], and both
of these remain open challenges in phishing

detection research for 2024-2025.

Summary of the Research Gap

Table 1 summarizes the positioning of the present
study relative to the three main strands of related
work discussed above.

Table 1 Positioning of the present study relative to related work

Study Type Single Dataset Cross-Dataset Eval. SHAP Explainability
Accuracy
Classical ML studies Yes No No
DeeP learning / transformer Yes No No
studies
XAlAfocused studies Yes No Yes (single-dataset)
Cross-dataset studies Yes Yes Partial
This study Yes Yes Yes (comparative)
4 Materials and Methods balanced random sample of 10,000 URLs (5,000

4.1 Datasets

Two publicly available, open-source phishing
datasets were used:

. 17 Features: lexical and host-based
URLs. 10,000 labelled URLs with 5000 phishing
and 5000 legitimate URLs.

. PhiUSIIL  Phishing URL  Dataset:
235,795 labelled URLs (134,850 legal, 100,945
phishing) with 54 features extracted from the URL
and the source code of the webpage. For
computational parity with the UCI dataset, a class-

phishing and 5,000 legitimate) was sampled.
There is no paid access to either dataset and they
are distributed under open licenses.

4.2 Exploratory Data Analysis

In order to eliminate class imbalance as a
confounding effect in the
comparison, both the phishing and legitimate
balanced to  5,000/5,000
(phishing/legitimate) in this study, as can be seen
in Figure 1.

cross-dataset

datasets  were
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Class Distribution (Balanced Samples Used in This Study)

UCI Dataset (n=10,000) PhiUSIIL Dataset (n=10,000)
5000 - 5,000 5,000 5000 - 5,000 5,000
4000 - 4000 A
., 3000 ., 3000
= c
3 3
o (u]
2000 A 2000 A
1000 A 1000 A
0- 0-
Legitimate Phishing Legitimate Phishing

Fig. 1 Class distribution of the balanced UCI and PhiUSIIL samples used in this study.

Figure 2 and Table 2 compare the prevalence of datasets — that is, the proportion of URLs for
each of the five aligned features between the two which each binary feature equals 1.

Table 2 Feature prevalence (proportion with feature = 1) by dataset

Feature UCI PhiUSIIL
Have_IP 0.0055 0.0035
URL_Length_bin 0.7734 0.5764
iFrame 0.0909 0.2963
Redirects 0.1053 0.1388
Prefix_Suffix 0.0932 0.1970
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Feature Prevalence Comparison: UCI vs. PhiUSIIL (class-balanced samples)
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HEl UCI Dataset
B PhiUSIIL Dataset

Prefix_Suffix

Fig. 2 Prevalence of each aligned feature (proportion of URLs with feature = 1) in the UCI vs. PhiUSIIL
datasets.

There are clear differences in the usage of the
following features: URLs containing the iframe
feature are present in 29.6% of the PhiUSIIL
URLs while only 9.1% of the UCI URLs have this
feature; URLs with long URLs (URL_Length_bin)
are present in 77.3% of the UCI URLs, but only
57.6% of the PhiUSIIL URLs contain this feature;
the presence of hyphenated  domains
(Prefix_Suffix) is nearly twice as high in the
PhiUSIIL (19.7%) as in the UCI (9.3%). This shift
in feature statistics in the underlying data, even
though both features are defined the same, is an

early, datalevel-understanding of why models
trained on one dataset do not generalize to
another, as will be seen in the results of
explainability in Section 6.8.

4.3 Feature Alignment

Since the two datasets were built separately, the
features did not have identical definitions and
needed to be aligned manually to find a common,
semantically consistent set of features. To both
datasets, five conceptually equivalent binary-
encoded features were kept:

Table 3: Common feature set used for cross-dataset alignment

Aligned Feature

UCI Source Column

PhiUSIIL Source Column

Have_ [P Have_ [P
URL_Length_bin
iFrame iFrame
Redirects Web_Forwards

Prefix_Suffix Prefix/Suffix

URL_Length (binary)

IsDomainIP (binary)
URLLength (median-split)
NoOfiFrame > 0
NoOfURLRedirect > 0

Domain contains “'

All other features (non-overlapping) have been
excluded from this study for a fair comparison
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across datasets (an apples-to-apples comparison),
and this has been recognized as a limitation in
Section 7.

4.4 Models

The classifiers used were two supervised classifiers:
the first was Random Forest (200 estimators) and
the second was XGBoost (200 estimators, log-loss
objective). They are both popular and tree-based
ensemble methods for which interpretation can be
performed by computing an exact TreeExplainer.
For reproducibility, a fixed random seed (42) was
used throughout.

4.5 Explainability

To compare feature importance rankings between
the UCl+trained and PhiUSIIL-trained models,
SHAP values were calculated for the models
trained on the full aligned feature set of each of
the datasets, using the TreeExplainer method.

4.6 Overall Research Workflow

The overall research process is summarized in
Figure 3, which encompasses the entire end-to-end
process, from data collection to standardization of
data labels, alignment of features, balancing of
classes, training the model, evaluating the model
with baseline and cross-dataset methods,
calculating metrics, and conducting research
explainability analysis using SHAP.
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Data Collection
UCI Phishing Dataset (10,000) +
PhiUSIIL Dataset (235,795 - balanced 10,000)

Label Standardization
(1 = Phishing, 0 = Legitimate)

Feature Alignment
5 common features: Have_IP, URL_Length,
iFrame, Redirects, Prefix_Suffix

Class Balancing
(PhiUSIIL down-sampled to 5,000 / 5,000)

Train / Test Split
80% / 20%, stratified, seed = 42

Model Training
Random Forest (200 trees) | XGBoost (200 trees)

Baseline
Evaluation
uci-uci
PhiuSIIL=PhiUSIIL

Cross-Dataset
Evaluation
UcCI-PhiUSIIL
PhiusIIL=UCI

Metrics Computation
Accuracy, Precision, Recall, Specificity,
F1l, MCC, ROC-AUC + Confusion Matrix

Explainability Analysis (SHAP)
Feature importance comparison:
UCI-trained vs. PhiUSlIL-trained models

Results Interpretation &
Research Conclusions

Fig. 3 End-to-end research workflow used in this study.

5 Experimental Setup

All experiments are conducted in Python, with
scikitlearn, XGBoost and the SHAP library,
without using GPU or paid compute resources,
running in a cloud-based Jupyter/Colab
environment. An 80/20 stratified train-test split
was used for same-dataset (baseline) evaluation.
Four experimental scenarios were tested with each
of the classifiers:

1. UCI — UCI (baseline): train and test on
UCI (80/20 split).
2. PhiUSIIL — PhiUSIIL (baseline): train

and test on the balanced PhiUSIIL sample (80/20
split).

3. UCI — PhiUSIIL (cross-dataset): train on
the full UCI dataset, test on the full balanced
PhiUSIIL sample.

4. PhiUSIIL — UCI (cross-dataset): train on
the full balanced PhiUSIIL sample, test on the full
UCI dataset.

Evaluated metrics reported are: Accuracy,
Precision, Recall (Sensitivity), Specificity, Fl-score,
Matthews Correlation Coefficient (MCC), and
ROCAUC. MCC is included because it is a
balanced statistic among all four quadrants of the
confusion matrix and therefore it would be
informative even in the presence of class
imbalance, and it ranges from —1 (total

https://ijournalar.com

| Shamoon et al., 2026 |

Page 241



INTERNATIONAL JOURNAL OF ADVANCED RESEARCH

ISSN: 3106-7980 : 3106-7972

Volume 3, Issue 3, 2026

disagreement / inverse prediction) to +1 (perfect
prediction), hence, it is particularly suitable to
capture the type of generalization failure explored
in this paper. Furthermore, to ensure the statistical
robustness of the baseline results, 5-fold stratified
cross-validation was also conducted with the two
classifiers on both datasets separately, for which
the mean and the SD across folds were reported
for each metric.

Table 4 Baseline (same-dataset) results

6 Results and Discussion

6.1 Baseline (Same-Dataset) Performance
Table 4  reports
performance. Both classifiers achieved comparable
results, given the small (5-feature) common feature
space: 78.15% accuracy on UCI and 76.25%
accuracy on PhiUSIIL.

same-dataset  baseline

Scenario Accuracy Precision Recall F1 ROC-AUC
RF: UCI — UCI 0.7815 0.9763 0.5770 0.7253 0.7923

RF: PhiUSIIL — PhiUSIIL 0.7625 0.6909 0.9500 0.8000 0.8437
XGB: UCI — UCI 0.7815 0.9763 0.5770 0.7253 0.7923
XGB: PhiUSIIL —

PhiUSIIL 0.7625 0.6909 0.9500 0.8000 0.8437

6.2 Cross-Dataset Generalization

The cross-dataset performance is presented in
Table 5. At both classifiers, there was a decrease of
30-38 points in accuracy when compared with a
baseline trained on the same dataset. What is

Table 5 Cross-dataset generalization results

interesting is that three of the four cross-dataset
scenarios had ROC-AUC below 0.5, meaning that
the models did worse than random guessing at
predicting a new dataset that they were not trained
on.

Scenario Accuracy Precision Recall F1 ROC-AUC
RF: UCI — PhiUSIIL 0.4034 0.4305 0.5980 0.5006 0.3860
RF: PhiUSIIL — UCI 0.4776 0.4878 0.8926 0.6308 0.3210
XGB: UCI — PhiUSIIL 0.4032 0.4303 0.5976 0.5003 0.4038
XGB: PhiUSIIL — UCI 0.4774 0.4876 0.8922 0.6306 0.3215

This is an empirical confirmation of the
generalization failure reported before by Mia et al.
(3] for a new set of data, in a new pairing. It
suggests model accuracy does not necessarily
translate to real-world reliability, which should be
determined by other indicators. This collapse is

clearly visible in the visualization in Figure 4: the
two baseline scenarios lie well above the 50%
random guess line, whereas the two cross-dataset
scenarios lie towards or below the 50% random
guess line.
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Baseline vs. Cross-Dataset Accuracy

1.0

0.8 1 78.15%  78.15%

76.25%  76.25%

o
=)
|

Accuracy

o
'S
L

0.2

0.0 -

UCI-UCI PhiUSIIL-PhiUSIIL

(baseline) (baseline)

---- Random-guess level (50%)
mmm Random Forest
I XGBoost

40.34%  40.32%

PhiUSIIL-UCI
(cross-dataset)

UCI-PhiUsIIL
(cross-dataset)

Fig. 4 Accuracy comparison across all four evaluation scenarios for both classifiers, relative to the
random-guess baseline (50%).

6.3 Confusion Matrix Analysis

The confusion matrices for the XGBoost classifier
in all four scenarios are shown in Figure 5. The
baseline scenarios have the majority of correct
classifications along the diagonal. For the cross-

dataset  scenarios,  misclassifications  rise

significantly and become more diagonally
distributed, especially for the UCI—PhiUSIIL
scenario, which provides visual confirmation of a
previous finding using the accuracy and ROC-
AUC metrics that the system is failing.
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Confusion Matrices — XGBoost (Baseline vs. Cross-Dataset)
UCI = UCI (baseline)

Legitimate

©
>
g
Phishing
Legitimate Phishing
Predicted
UCI - PhiUSIIL (cross-dataset)
Legitimate - 1044
©
3
g
Phishing 4
Legitimate Phishing

Predicted

Actual

Actual

PhiUSIIL = PhiUSIIL (baseline)

Legitimate

Phishing
Legitimate Phishing
Predicted
PhiUSIIL - UCI (cross-dataset)
Legitimate 4 313
Phishing 539
Legitimate Phishing

Predicted

Fig. 5 Confusion matrices for the XGBoost classifier: baseline scenarios (top row) vs. cross-dataset
scenarios (bottom row).

6.4 ROC Curve Analysis

All four XGBoost scenarios are plotted over each
other in Figure 6. The baseline
(UCI->UCI, PhiUSIIL—PhiUSIIL) are well
above the diagonal line of the random classifier,
corresponding to their ROC-AUC values of 0.79
and 0.84, respectively. Conversely, the curves in

curves

the cross-dataset plots cluster tightly along or
slightly below the diagonal, and visually
demonstrate that the cross-dataset classification
result does not hold up to the classifiers' ranking
ability — not their thresholded accuracy.
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ROC Curves — XGBoost, Baseline vs. Cross-Dataset
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Fig. 6 ROC curves for the XGBoost classifier across baseline and cross-dataset scenarios.

6.5 Full Metric Comparison Remarkably, the Precision (0.49) and sub-random
Finally, Figure 7 shows a single comprehensive ROCAUC (0.32) values do not support the
view of the collapse in the performance of the model's discriminative power but rather its
XGBoost classifier across all five evaluation tendency to over-predict the phishing class, despite
metrics (Accuracy, Precision, Recall, F1, ROC- the high Recall (0.89) in the PhiUSIIL—UCI
AUC) side by side for all four scenarios. cross-dataset scenario.
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XGBoost Performance Metrics Across All Scenarios

1.0 1

0.8 1
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mmm  PhiUSIIL=PhiUSIIL
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s PhiusIIL-UCI

Recall F1 ROC-AUC

Fig. 7 Full metric comparison (Accuracy, Precision, Recall, F1, ROC-AUC) for the XGBoost classifier
across all four scenarios.

6.6 Extended Metrics: Specificity and Matthews
Correlation Coefficient

The Specificity and MCC for the XGBoost
classifier are given in Table 6 for all four scenarios.
The most interesting results from this study are the
strong positive results of MCC for both baseline
datasets (0.617 and 0.566), but the negative results
for both cross-dataset settings (—0.210 for
UCI—PhiUSIIL and —-0.081 for
PhiUSIIL—UCI). The negative MCC makes the

prediction of the classifier, on the whole, worse
than random, and trends the other way from the
truth, which is much more alarming than the sub-
random ROC-AUC. Specificity also drops off the
floor, from the UCI baseline 98.6% to 6.3%
(PhiUSIIL — UCI). This indicates that the model
trained on PhiUSIIL fails to recognise 93.7% of
the legitimate UCI URLs as legitimate.

Table 6 Extended metrics (Specificity, MCC) for the XGBoost classifier

Scenario Specificity MCC Interpretation

UCI — UCI (baseline) 0.9860 0.6170 Strong agreement

PhiUSIIL — PhiUSIIL (baseline)  0.5750 0.5663 Moderate-strong agreement
UCI — PhiUSIIL (cross-dataset) 0.2088 —0.2101 Worse than random
PhiUSIIL — UCI (cross-dataset) ~ 0.0626 —0.0810 Worse than random
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MCC Across Scenarios (XGBoost) — Negative Values Indicate
Worse-Than-Random, Inversely-Correlated Predictions

0.617
0.6 -

0.566

0.4

0.2 4

0.0 -

Matthews Correlation Coefficient (MCC)

—0.2 1

-0.210

UCl=UCI PhiUSIIL-PhiUSIIL
(baseline)

(baseline)

PhiUSIIL-UCI
(cross-dataset)

UCI=PhiUSIIL
(cross-dataset)

Fig. 8 Matthews Correlation Coefficient (MCC) across all four scenarios (XGBoost). Negative bars
indicate predictions that are worse than random.

6.7 Statistical Robustness: 5-Fold = Cross-
Validation

To ensure the results obtained in Section 6.1 are
not a result of a single favourable 80/20 split, the
data sets were used separately to perform 5-fold
stratified cross-validation. The mean + SD of the
folds is reported in Table 7 and shown in Figure

9. The low standard deviations (all < 0.02) indicate
that there is no noticeable variation in
performance levels at baseline, and that the
performance level is not sensitive to the specific
train-test split used, which is important for
confidence in the validity of the subsequent cross-
dataset comparison.

Table 7: 5-fold stratified cross-validation results (mean * std. dev.)

Model / Dataset Accuracy F1 MCC

Random Forest / UCI 0.7887 + 0.0087 0.7372 £+ 0.0143 0.6274 £ 0.0134
XGBoost / UCI 0.7887 + 0.0087 0.7372 £+ 0.0143 0.6274 £ 0.0134
Random Forest / PhiUSIIL 0.7510 + 0.0085 0.7937 + 0.0057 0.5514 + 0.0142
XGBoost / PhiUSIIL 0.7510 + 0.0085 0.7937 + 0.0057 0.5514 + 0.0142
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5-Fold Cross-Validation Results (Mean = Std. Dev.) — Baseline Scenarios

0.8
0.7
0.6
0.5

0.1 | ™= Accuracy
B F1
mm MCC
0.0

0.3
0.2
RF /uCl XGB / UCl

Score

RF / PhiUSIIL

XGB / PhiUSIIL

Fig. 9 5-fold cross-validation results (mean # std. dev.) for Accuracy, F1, and MCC, confirming the stability
of baseline performance.

6.8 Explainability Analysis

Figure 10 shows the mean absolute SHAP value
importance of the features for the XGBoost
models trained on the UCI dataset and the
PhiUSIIL dataset. For UCI, the length of the URL

is the most important feature. However, the most

Feature Importance (SHAP) — UCI Dataset

URL_Length_bin

Prefix_Suffix

iFrame

Redirects

Have_IP

URL_Length_bin

0.0 05 10 15 20

important feature on the PhiUSIIL set is different:
the use of the iframe tag, and not the length of the
URL. The corresponding SHAP summary
(beeswarm) plots of the two datasets are depicted
in Figures 11 and 12, respectively.

Feature Importance (SHAP) — PhiUSIIL Dataset

iFrame

Prefix_Suffix

Redirects

Have_IP
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Fig. 10 Mean absolute SHAP feature importance: UCl-trained model (left) vs. PhiUSIIL-trained model

(right).
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Fig. 11 SHAP summary plot for the UCl-trained model.
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Fig. 12 SHAP summary plot for the PhiUSIIL-trained model.

It is apparent from this change in feature
importance that the model is not just learning a
stable, universal concept of “phishinglike”
behaviour, but rather a pattern that is specific to
the statistical idiosyncrasies of the dataset it was
trained on. Other features, like Have IP and
Prefix_Suffix, had a relatively low and stable
importance across both datasets and could
potentially be more useful and transferable
features than the dataset-specific features like URL
length or iframe usage.

7 Conclusion and Future Work
In this study, the authors empirically show that,
although  machine learning-based phishing

detectors have 76-78% same-dataset accuracy on a
small, dataset-agnostic feature set, they fall to as
low as 30-38 percentage points lower in terms of
accuracy, with ROC-AUC dropping below chance
level and Matthews Correlation Coefficient
becoming negative, when tested on an
independent, unseen phishing dataset. Perhaps
most striking is the negative MCC score, which
demonstrates that in the cross-dataset scenario, the
classifiers' predictions are not only incorrect, but
actually counter to the actual labels. The failure is
connected to real distributional shift in feature
statistics across datasets and in the features used by
the model the most, through explainability
analysis using SHAP, with exploratory analysis of
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feature prevalence. The baseline (same-dataset)
results are statistically stable via 5-fold cross-
validation, which helps to rule out the possibility
that the observed cross-dataset collapse is a data-
specific artifact and further supports the argument
that it is a genuine generalization failure. The
results support the claim that single-dataset
benchmarking grossly exaggerates the true
effectiveness of phishing detection systems in the
wild and that explainability tools like SHAP are
useful not just for interpretability, but for the
diagnosis of failures to generalize.

Practical Implications. Practitioners can take
these results as guidance not to blindly trust an
accuracy claim of a phishing detector in the public
benchmark when deciding to deploy it in the wild.
When considering third-party or open-source
phishing detection tools, organizations should
consider requesting or independently measuring
cross-dataset / out-of-distribution performance in
addition to single-dataset accuracy rates, which
they should interpret as an optimistic upper
bound for the field. In the worst case, a poorly
generalising detector can be counter-productive,
misclassifying phishing and legitimate sites more
frequently than a naive baseline would do, as in
the case of the negative MCC observed in this
study.

Limitations and Threats to Validity. The true
accuracy of either of the original datasets may be
greater than reported by this study, because the
datasets were chosen for this study with a
deliberately limited common feature set, which
excluded additional, non-overlapping features.
Limited external validity: only two datasets and
two tree-based classifiers evaluated; results may not
apply to deep learning or transformer-based
classifiers, or other phishing datasets. The UCI
dataset is also much older than PhiUSIIL, and part
of the reason for the degradation observed may be
related to “dataset differences” and “temporal
drift.” The PhiUSIIL dataset was down-sampled to
be computationally comparable with UCI, which
was not only class-balanced, but also loses a
significant amount of data and may not be
representative of the diversity of the original
dataset. Last but not least, feature binarization
(such as median-split over the length of the URL)

adds some information loss compared to using the
continuous feature value directly.

Future Work. Future work should (i) expand the
common feature set by using more complex
features directly from the raw URL and HTML
content; (ii) test on other datasets and other deep
learning/transformer-based models; (iii)
implement some mitigation strategies such as
dataset merging, transfer learning, or domain
adaptation to recover cross-dataset performance;
(iv) investigate adversarial robustness in addition
to generalization; and (v) repeat this analysis with
all native features of each dataset (not a subset) to
estimate the extent to which the observed
deterioration is due to feature reduction versus
genuine distributional shift.
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