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Software Engineering, Thematic limited research has explored how practitioners experience the integration of
Analysis, Software Architecture LLMs within secure software development environments and the architectural
challenges that accompany their implementation. This study employed a
qualitative research design using semi-structured interviews with 20 software
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Corresponding Author: * collaborative Al-enabled DevSecOps. The findings reveal that LLMs
Abdul Mannan significantly improve secure coding, vulnerability analysis, documentation, and

operational efficiency while introducing concerns related to model reliability,
data privacy, governance, software supply chain security, and regulatory
compliance. The study proposes a practitioner-informed action framework that
emphasizes human-centered governance, secure architectural integration, and
continuous validation, thereby contributing practical and theoretical insights
for the responsible adoption of LLMs within enterprise DevSecOps ecosystems.

Introduction capable of automating complex development and
Background of the Research security tasks. Among these innovations, Large
The rapid advancement of Artificial Intelligence Language Models (LLMs) have emerged as one of
(AI) has transformed the landscape of software the most influential technologies, fundamentally
engineering by introducing intelligent systems changing how software is designed, developed,
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tested, and maintained. Unlike conventional
automation tools that rely on predefined rules and
scripts, LLMs employ deep learning and natural
language understanding to generate programming
code, explain vulnerabilities, review software
architecture, create documentation, and assist
developers in solving complex engineering
problems. These capabilities have accelerated the
integration of LLMs into modern software
development environments, particularly within
Al-augmented  DevSecOps  pipelines  that
emphasize continuous security throughout the
Software Development Life Cycle (SDLC) (Robert
et al., 2024; Joshi, 2025).

DevSecOps represents the evolution of traditional
DevOps by embedding security practices into every
stage of software development rather than treating
security as a separate phase. Modern organizations
increasingly adopt DevSecOps to enable
continuous integration, continuous security
testing, continuous monitoring, and continuous
deployment while maintaining rapid software
delivery. The emergence of cloud computing,
containerization, microservices, and distributed
software architectures has significantly increased
the complexity of managing secure software
pipelines. Consequently, organizations are
adopting  Al-driven  solutions capable of
automating vulnerability detection, security
testing, compliance verification, risk assessment,
and incident response across Continuous
Integration and Continuous Delivery (CI/CD)
environments (Wei, 2019; Isabella et al., 2023;
Allam, 2025).

Recent developments demonstrate that LLMs
have become intelligent assistants within
DevSecOps environments by supporting secure
code generation, automated code reviews,
vulnerability remediation, threat modeling,
security documentation, policy generation, and
intelligent debugging. These capabilities enable
software engineers to reduce repetitive tasks while
improving  development  efficiency = and
strengthening  software security. Al-powered
DevSecOps also supports scalable cloud-native
architectures by facilitating continuous security
integration across distributed software systems

(Beeram, 2026; Mahimalur et al., 2026; Mittal,
2026).

Despite these benefits, the integration of LLMs
into secure software engineering introduces

numerous  technical, architectural, and
governance challenges. Al-generated code may
contain vulnerabilities, hallucinated

recommendations, insecure configurations, or
inaccurate security advice that can compromise
enterprise software systems if not properly
validated. Similarly, integrating LLMs within
existing CI/CD infrastructures introduces
concerns related to software supply chain security,
data  privacy, APl  orchestration, model
governance, scalability, latency, and regulatory
compliance (Ahi & Valizadeh, 2025; Bajlur et al.,
2026; Rusum, 2023).

Furthermore, successful adoption of Al-assisted
DevSecOps  depends on  human  trust,
explainability, and organizational readiness.
Security engineers continue to rely on human
expertise to validate Al-generated outputs, making
explainable Al and human oversight essential
components of responsible software engineering
practices (Rehmat et al., 2025; Mittal, 2026).
Although considerable research has examined Al-
assisted software engineering from technical and
quantitative perspectives, relatively little is known
about how software engineers experience the
integration of LLMs within real-world DevSecOps
environments. Existing studies largely emphasize
algorithms, architectures, and system performance
while overlooking practitioner perspectives on
trust, governance, architectural decision-making,
and secure software engineering practices (Kumar,
2025; Kumari et al,, 2026; Lin et al., 2025).
Therefore, this study adopts a qualitative approach
to explore practitioners' lived experiences of
integrating Large Language Models into Al-
augmented DevSecOps pipelines.

The rapid digital transformation of organizations
has significantly increased the demand for secure,
scalable, and intelligent software engineering
practices. Traditional software development
models often treated security as a final verification
activity, resulting in delayed vulnerability
detection and increased remediation costs. The
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emergence of DevSecOps addressed these
limitations by integrating security activities
throughout the software development lifecycle.
Simultaneously, advances in Artificial Intelligence
have  introduced intelligent  automation
capabilities that enhance software engineering
through code generation, vulnerability analysis,
automated testing, architectural
recommendations, and continuous security
monitoring (Wei, 2019; Allam, 2025).

Large Language Models represent the latest
evolution of Al-assisted software engineering.
Their ability to wunderstand source code,
programming languages, security documentation,
and developer intent enables them to perform
sophisticated engineering tasks that previously
required significant human expertise. Modern
DevSecOps platforms increasingly employ LLMs
to generate secure code, explain vulnerabilities,
automate compliance documentation, prioritize
security risks, and recommend mitigation
strategies (Beeram, 2026; Mahimalur et al., 2026;
Coston et al., 2025).

However, integrating LLMs into secure software
pipelines introduces challenges beyond technical
implementation. Organizations must address
concerns related to explainability, governance,
model reliability, software supply chain security,
cloud deployment, and ethical Al adoption. These
emerging issues necessitate an in-depth qualitative
understanding of practitioner experiences to
complement existing technical research.

Problem Statement

Despite the increasing adoption of Large Language
Models in Al-augmented DevSecOps pipelines,
there remains limited understanding of how
software engineers and security practitioners
experience their integration within real-world
software development environments. Existing
studies predominantly focus on algorithmic
performance, automation capabilities, and
architectural ~ frameworks  while  paying
comparatively little attention to practitioner
perspectives  tegarding  trust, explainability,
governance, architectural decision-making, and

organizational challenges (Ahi & Valizadeh, 2025;
Bajlur et al., 2026; Lin et al., 2025).

Furthermore,  concerns  surrounding Al
hallucinations, insecure code generation, software
supply chain vulnerabilities, privacy risks, and
human oversight continue to hinder enterprise
adoption of  LLM:-assisted DevSecOps.
Consequently, qualitative evidence is required to
understand how practitioners navigate these
challenges while maintaining secure software
engineering practices.

Research Questions

The study seeks to answer the following research
questions:

RQ1: How do software engineers and DevSecOps
practitioners integrate Large Language Models
into Al-augmented DevSecOps pipelines?

RQ2: What secure software engineering practices
are enhanced through the adoption of LLM-
assisted DevSecOps!

RQ3: What architectural challenges emerge
during the integration of LLMs within secure
CI/CD environments!

RQ4: How do practitioners perceive trust,
explainability, and human oversight when using
LLM-generated security recommendations’

RQ5: What governance mechanisms are necessary
for the responsible adoption of LLMs in secure
software engineering’

Research Objectives

The objectives of this study are:

1. To explore how software engineers
integrate Large Language Models into Al
augmented DevSecOps pipelines.

2. To identify secure software engineering
practices enabled by LLM-assisted automation.

3. To examine architectural challenges
associated with integrating LLMs into DevSecOps
ecosystems.

4. To investigate practitioner perceptions
regarding trust, explainability, and validation of
Al-generated security recommendations.

5. To develop practical recommendations
for responsible and secure implementation of
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LLMs within

environments.

DevSecOps

enterprise

Significance of the Research

This study contributes to both software
engineering theory and DevSecOps practice. From
a theoretical perspective, it extends existing
knowledge by integrating perspectives from Al-
assisted software engineering, secure software
development, explainable Al, and socio-technical
systems. It also enriches the emerging literature on
practitioner  experiences with LLM-enabled
software development, complementing existing
technical research that primarily focuses on system
performance and algorithmic capabilities (Robert
et al., 2024; Kumar, 2025).

Practically, the findings will assist software
architects, DevSecOps engineers, cloud security
specialists, and technology managers in
understanding how LLMs can be responsibly
integrated into secure development pipelines. The
study also provides insights for organizations
developing Al governance frameworks, secure
software engineering policies, and cloud-native
DevSecOps strategies. Furthermore, by
emphasizing trust, explainability, and human
oversight, the research supports responsible Al
adoption within software engineering and
contributes to broader digital transformation
initiatives (Rehmat et al., 2025; Khan et al., 2026;
Yaseen et al., 2026). The findings may also inform
organizations operating in emerging digital
economies where Al adoption, technological
capability, and institutional readiness continue to

evolve (Rasheed & Ali, 2026).

Literature Review

The integration of Artificial Intelligence (Al) into
software engineering has transformed the
development of secure, intelligent, and scalable
software systems. Among recent Al innovations,
Large Language Models (LLMs) have emerged as
powerful tools capable of generating source code,
software  quality, identifying
vulnerabilities, automating testing, producing
technical documentation, and supporting
decision-making  throughout the Software

reviewing

Development Life Cycle (SDLC). Simultaneously,
DevSecOps has evolved from conventional
DevOps by embedding security into every stage of
software  development,  thereby  enabling
continuous integration, continuous security
testing, and continuous deployment. The
convergence of LIMs and Al-augmented
DevSecOps has introduced new opportunities for
improving software quality and security while
simultaneously presenting architectural,
governance, and operational challenges. This
chapter reviews the existing literature by
examining secure software engineering, Al-
augmented DevSecOps, LLM-enabled software
development, architectural challenges, and
explainable Al before identifying theoretical
foundations and research gaps that justify the
present study.

Theoretical Framework

This study is primarily underpinned by the Socio-
Technical Systems (STS) Theory and the
Technology-Organization-Environment (TOE)
Framework. These complementary theories
provide a comprehensive lens for understanding
how organizations integrate Large Language
Models into Al-augmented DevSecOps pipelines
while balancing technological innovation, human
expertise, organizational processes, and
environmental influences.

Socio-Technical Systems Theory argues that
organizational performance depends upon the
joint optimization of technical systems and social
systems rather than focusing exclusively on
technology. Within DevSecOps environments,
technical components include CI/CD pipelines,
cloud infrastructures, security automation
platforms, wvulnerability scanners, and LLM-
powered coding assistants. The social subsystem
consists of software engineers, DevSecOps
practitioners, security architects, organizational
governance, collaborative  workflows, and
managerial decision-making. The successful
implementation of LLMs therefore depends not
only on technical accuracy but also on human
trust, explainability, collaboration, governance,
and continuous learning. This theoretical
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perspective is particularly relevant because
software engineers remain responsible for
validating ~ Al-generated  recommendations,
interpreting security alerts, and making final
architectural  decisions  despite  increasing
automation (Rehmat et al., 2025; Robert et al.,
2024).

The Technology-Organization-Environment
(TOE) Framework further explains organizational
adoption of emerging technologies by considering
technological readiness, organizational
capabilities, and external environmental pressures.
Technological ~ readiness  includes  LLM
capabilities, Al infrastructure, cloud-native
architectures, and security automation tools.
Organizational factors encompass leadership
support, Al governance, employee expertise,
security culture, and resource availability.
Environmental  factors include regulatory
compliance, cybersecurity threats, competitive
pressures, and evolving software engineering
standards. Together, STS Theory and the TOE
Framework provide an appropriate theoretical
foundation for examining both the technological
and organizational dimensions of LLM-enabled
DevSecOps adoption.

Large Language Models in Software Engineering
Software engineering has undergone substantial
transformation following the emergence of
generative Al and LLMs. Earlier software
automation tools relied primarily on predefined
rules, syntax checking, and deterministic
programming logic. Modern LLMs, however,
utilize transformer-based architectures capable of
understanding programming languages,
contextual information, software documentation,
and developer intent. Consequently, LLMs have
become intelligent assistants capable of generating
source code, debugging software, producing
technical documentation, recommending software
architectures, generating unit tests, and
supporting collaborative software development
(Robert et al., 2024).

Joshi (2025) argues that generative Al has become
an integral component of modern DevOps by
facilitating  CI/CD  automation, = MLOps

integration, intelligent code generation, and
agentic automation. Similarly, Kumar (2025)
emphasizes  that  next-generation  software
engineering increasingly depends on Al-assisted
development  environments that improve
developer productivity while reducing repetitive
programming tasks. Kumari et al. (2026) further
highlight that Al technologies accelerate software
engineering by automating testing, software
maintenance, project management, defect
prediction, and quality assurance. Collectively,
these studies demonstrate that LLMs have evolved
from experimental technologies into practical
engineering tools that support multiple stages of
the SDLC.

Despite these advantages, researchers caution that
LLM-generated code should not be accepted
without verification. Hallucinated outputs,
insecure coding practices, outdated libraries, and
inaccurate recommendations continue to present
challenges that require human validation and
secure engineering practices (Ahi & Valizadeh,

2025).

Al-Augmented DevSecOps Pipelines

DevSecOps  extends DevOps by embedding
security throughout software development rather
than introducing security only during final testing
stages. This paradigm enables continuous
vulnerability assessment, automated security
testing,  compliance
deployment, and continuous monitoring. Al
augmentation has significantly enhanced these
capabilities by automating repetitive security
activities and enabling intelligent decision
support.

Wei (2019) introduced one of the earliest
conceptual discussions regarding Al-augmented
DevSecOps, arguing that intelligent automation
enables  continuous  security  integration
throughout software development. Isabella et al.
(2023) further demonstrated that Al-assisted
DevSecOps automates vulnerability scanning,
code review, penetration testing, and threat
identification within CI/CD environments.
Allam (2025) similarly reported that Al-driven
CI/CD systems improve deployment efficiency

verification, secure
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while reducing security risks through automated
pipeline intelligence.

Beeram (2026) specifically examined Al
augmented DevSecOps within Azure Pipelines
and concluded that integrating Al into cloud
deployment environments strengthens security
monitoring, compliance enforcement, and
deployment automation. Likewise, Mahimalur et
al. (2026) proposed Al-integrated DevSecOps
architectures capable of supporting scalable cloud-
native software systems through intelligent
orchestration and automated security controls.
These studies collectively indicate that Al has
become an indispensable component of secure
software delivery by enhancing operational
efficiency while reducing manual security
workloads.

Secure Software Engineering Practices Enabled
by LLMs

The integration of LLMs into software engineering
has significantly transformed secure development
practices. Rather than functioning solely as coding
assistants, modern LLMs actively support secure
code generation, vulnerability remediation, threat
modeling, security documentation, compliance
verification, and software quality assurance.
Coston et al. (2025) introduced the Al-integrated
AZTRM:-D  framework, demonstrating how
DevSecOps, Zero Trust Architecture, and Al
driven risk management collectively improve
software  security throughout development
pipelines. Similarly, Lin et al. (2025) proposed an
Al-augmented risk-based framework for assessing
software  security —maturity by combining
intelligent risk prioritization with continuous
security evaluation.

Singh  (2026) reviewed machine learning
approaches for software testing and concluded
that Al-assisted testing substantially improves
vulnerability detection, software reliability, and
testing efficiency. Mittal (2026) further argued that
Al-enabled DevSecOps enhances secure cloud
deployments by automating threat detection,
policy enforcement, and continuous compliance
monitoring. These findings suggest that LLMs
increasingly function as collaborative security

assistants capable of supporting software engineers
throughout the entire SDLC while reducing
development complexity and strengthening
software resilience.

Architectural Challenges of Integrating LLMs
into DevSecOps

Although LLMs offer considerable advantages,
their integration within enterprise DevSecOps
architectures introduces several technical and
organizational challenges. Cloud-native systems
frequently consist of distributed microservices,
containerized applications, multiple APIs, hybrid
cloud environments, and complex dependency
structures. Integrating LLM services into such
environments requires careful orchestration,
scalability management, latency optimization, and
governance.

Rusum (2023) emphasized that software supply
chain security has become increasingly important
due to growing dependencies on external
packages, APIs, and third-party Al services. The
introduction of LLMs further expands the
software attack surface by introducing risks
associated with prompt injection, model
poisoning, dependencies, and
unauthorized access to proprietary code
repositories.

Vas (2025) similarly argued that Al-augmented
DevSecOps

architectural  issues

malicious

environments  must  address
involving  scalability,
deployment latency, cloud integration, and
security interoperability. Mahimalur et al. (2026)
further noted that enterprise cloud architectures
require adaptive orchestration mechanisms
capable of integrating Al services without
compromising software reliability or operational
efficiency.

Additionally, Ahi and Valizadeh (2025) identified
dual-use risks associated with LLMs, including Al-
generated adversarial ~ prompt
engineering, privacy violations, explainability
limitations, and cybersecurity misuse. Bajlur et al.
(2026) likewise concluded that while LLMs create
substantial opportunities for software security,
they also introduce emerging threats requiring
robust governance and continuous monitoring.

malware,
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Explainability, Human Oversight, and Trust in
Al-Augmented DevSecOps

Successful integration of LLMs within secure
software engineering depends not only on
technical performance but also on practitioner
trust and explainability. Al-generated
recommendations significantly influence software
architecture, vulnerability remediation, and
deployment  decisions; therefore, software
engineers must understand the reasoning behind
Al-generated outputs before implementation.
Rehmat et al. (2025) demonstrated that
explainable Al substantially improves trust among
non-technical users by increasing transparency and
confidence in  Alassisted decision-making.
Although their research focused on emerging
markets, its implications extend to software
engineering because explainability similarly affects
software engineers' willingness to adopt Al-
generated recommendations.

Mittal (2026) further proposed Explainable Al-
Augmented DevSecOps as a mechanism for
improving transparency, reproducibility, and
accountability ~ within  secure = cloud-native
environments. Explainability enables developers
to verify security recommendations, interpret
vulnerability assessments, and justify deployment
decisions, thereby reducing overreliance on
opaque Al systems.

Moreover, organizational trust extends beyond
individual developers. Responsible Al adoption
requires governance policies, auditing
mechanisms, = human  validation,  ethical
guidelines, and continuous monitoring to ensure
that LLM-generated outputs remain secure,
reliable, and aligned with organizational objectives

(Lin et al., 2025).

Organizational ~ Adoption and Digital
Transformation

The integration of Al into software engineering
reflects broader organizational digital

transformation initiatives. Khan et al. (2026)
demonstrated that national strategies supporting
Al and ICT integration significantly strengthen
digital capability and technological innovation.
Similarly, Yaseen et al. (2026) found that cultural

and regional contexts influence organizational Al
adoption,  suggesting  that  technological
implementation depends upon organizational
readiness in addition to technical capability.
Research investigating trust within emerging
technologies further reinforces these observations.
Khan et al. (2026) reported that consumer trust
remains a critical determinant of fintech adoption
under conditions of technological uncertainty.
Although situated within financial technology,
these findings similarly highlight the importance
of trust when organizations adopt LLM-enabled
software engineering practices. Likewise, Rasheed
and Ali (2026) argued that digital technologies
contribute  significantly to  organizational
competitiveness and economic development,
reinforcing the strategic importance of Al-enabled
software engineering within contemporary digital
economies.

Gaps in Existing Research

The existing literature demonstrates substantial
progress in Al-assisted software engineering,
DevSecOps automation, cloud security, and
secure software development. However, several
important research gaps remain.

First, most existing studies adopt technical,
quantitative, experimental, or framework-
development  approaches that  emphasize
algorithmic performance, software architectures,
and automation efficiency while largely
overlooking practitioner experiences (Allam,
2025; Beeram, 2026; Mahimalur et al., 2026).
Consequently, limited qualitative evidence exists
regarding how software engineers actually
integrate LLMs into everyday DevSecOps
workflows.

Second, current literature extensively discusses Al
capabilities but provides comparatively little
understanding of human trust, explainability,
governance, and collaborative decision-making
within ~ Al-augmented software engineering
environments (Rehmat et al., 2025; Mittal, 2026).
Third, although researchers have examined
software supply chain security, Al-generated
vulnerabilities, and cloud-native architectures,
limited research explores how these architectural
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challenges influence practitioners'
implementation strategies within enterprise
DevSecOps ecosystems (Rusum, 2023; Bajlur et
al., 2026).

Fourth, existing studies frequently investigate
isolated  technical ~components such as
vulnerability detection, software testing, secure
deployment, or Al-generated code rather than
examining the complete integration of LLMs
across secure software engineering pipelines
(Coston et al., 2025; Lin et al., 2025; Singh, 2026).
Finally, there is a notable absence of qualitative
research exploring the experiences of DevSecOps
engineers, software architects, Al specialists, and
cybersecurity professionals regarding responsible
LLM adoption. Addressing these gaps will provide
richer insights into organizational practices,
architectural decision-making, trust formation,
governance mechanisms, and secure software
engineering strategies. Accordingly, the present
study adopts a qualitative exploratory approach to
investigate practitioner experiences and develop a
comprehensive understanding of how Large
Language Models are transforming Al-augmented
DevSecOps pipelines.

Methodology

Research Design

This study adopted a qualitative exploratory
research design to investigate how software
engineers, DevSecOps practitioners, Al engineers,
and security architects experience the integration
of Large Language Models (LLMs) within Al
augmented DevSecOps pipelines. A qualitative
approach was considered appropriate because the
study sought to understand participants'
perceptions, experiences, interpretations, and
decision-making processes rather than measuring
predefined variables quantitatively (Abrar &
Amjad, 2026; Ashraf et al., 2025; Imtiaz et al,,
2026). Given the rapidly evolving nature of LLM
adoption in secure software engineering,
qualitative inquiry provides the flexibility to
explore  emerging  practices, architectural
challenges, governance concerns, and human-
centered experiences in depth. Semi-structured
interviews were employed to encourage

participants to share detailed insights while
allowing the researcher to probe issues related to
secure software development, CI/CD automation,
explainability, trust, and Al governance. The study
followed the principles of Reflexive Thematic
Analysis proposed by Braun and Clarke, which
emphasizes researcher reflexivity and iterative
theme development throughout the analytical
process (Braun et al., 2022; Byrne, 2022; Hole,
2024).

Sampling Strategy

Purposive sampling was employed to recruit
information-rich participants possessing direct
experience with DevSecOps, software engineering,
cloud security, Al-assisted software development,
or Large Language Model implementation. To
obtain diverse perspectives, participants were
selected from software houses, multinational
technology companies, cloud service providers,
fintech organizations, cybersecurity firms, and Al
startups. Snowball sampling was subsequently
used to identify additional professionals through
referrals from initial participants. A total of twenty
participants were interviewed, representing a
broad range of technical expertise and
organizational backgrounds. This sample size was
considered adequate because thematic saturation
was achieved, with no substantially new insights
emerging during the final interviews.

Data Collection

Primary data were collected through semi-
structured interviews conducted virtually using
Microsoft Teams and Google Meet. Each
interview lasted between 45 and 60 minutes and
was audiorecorded with participants' informed
consent. The interview protocol included open-
ended questions addressing the adoption of LLMs
in DevSecOps pipelines, secure coding practices,
vulnerability management, Al explainability,
software architecture, governance mechanisms,
software supply chain security, and organizational
readiness. All interviews were transcribed verbatim
before analysis.
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Data Analysis

The collected data were analyzed using Braun and
Clarke's six-phase Reflexive Thematic Analysis.
The analytical process included familiarization
with interview transcripts, generation of initial
codes, searching for candidate themes, reviewing
themes, defining and naming themes, and
producing the final report. Coding was conducted
iteratively to capture recurring patterns related to
Al-enabled  software engineering practices,
architectural integration, trust, governance, and
security challenges. Reflexive memo writing and
continuous  comparison  across  transcripts
enhanced analytical rigor and credibility
throughout the study.

Table 1: Participant Profiles

Ethical Considerations

Ethical approval was obtained before data
collection ~ commenced.  All  participants
voluntarily participated after receiving detailed
information regarding the study's objectives,
confidentiality procedures, and their right to
withdraw at any stage without consequence.
Written informed consent was obtained prior to
each Participant identities
anonymized using pseudonyms (P1-P20), and no
identifiable organizational information
disclosed. Interview recordings, transcripts, and
coded data were securely stored in encrypted
digital storage accessible only to the researcher

interview. were

was

Primary )
Participant Cur'r‘ent Organization Type Country Technical E)fperlence DevSef: Ops
Position ) with LLMs  Experience
Expertise
Senior .
P1 DevSecOps Software House  Pakistan Cl/CD Sec.urlty 2 years 5 years
) Automation
Engineer
Principal L
P2 Software Multingtional IT Pakistan Cl.oud 3 years 8 years
) Company Architecture
Architect
Application
P3 Security FinTech Pakistan Secure Coding 2 years 6 years
Engineer
P4 Al Engineer Al Startup Pakistan Generative Al & 3 years 2 years
LLMs
Senior DevOps . Kubernetes &
P5 Engineer SaaS Company  Pakistan Cl/CD 2 years 7 years
Backend
P6 Software Software House  Pakistan Secure API 2 years 3 years
} Development
Engineer
P7 Cloud Secunty Cloud Serwce UAE Zero Tllrust 2 years 7 years
Engineer Provider Security
P8 Engineering Enter.prl.se Pakistan Software Delivery 2 years 8 years
Manager Organization Management
Security . . .
P9 Architect Banking Sector  Pakistan Threat Modeling 2 years 10 years
Platform , Kubernetes
P10 Engineer SaaS Company Pakistan Security 2 years 5 years
Al Research , Foundation
P11 Engineer Research Laboratory Pakistan Models 4 years 2 years
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Primary )
.. Current . ) Experience  DevSecOps
Participant Position Organization Type Country Technl.cal with LLMs  Experience
Expertise
DevSecOps Technology i Enterprise
P12 Consultant Consultancy Pakistan DevSecOps 3 years 10 years
P13 Senior Backend E-commerce Pakistan ~ API Security 2 years 5 years
Engineer Company
Cloud Solutions Multinational IT _ Cloud
P14 Architect Company Malaysia Infrastructure 2 years 7 years
Software ) . Vulnerability
P15 Security Analyst FinTech Pakistan Assessment 2 years 5 years
P16 DevOps Lead Software House  Pakistan DevSecOps 3 years 8 years
Governance
Al Product . i
P17 Engineer Al Startup Pakistan LLM Applications 3 years 3 years
Security
P18 Operations  Cybersecurity Firm Pakistan Threat Detection 2 years 6 years
Engineer
Principal )
P19 Software Enterprise Software USA Softvx.fare Supply 3 years 11 years
, Company Chain Security
Engineer
Technology Digital : . Al Gavelnanfe &
P20 Strategy Transformation — Pakistan ~ _ 3 years 9 years
Digital Strategy
Consultant Consultancy

Findings and Discussion

The interview data revealed that the integration of
Large Language Models (LLMs) within Al
augmented DevSecOps pipelines is reshaping
secure software engineering practices while
simultaneously introducing new architectural,
governance, and organizational challenges.
Through reflexive thematic analysis, five
overarching  themes emerged from the
participants' narratives. These themes collectively
demonstrate that although LLMs substantially
improve software engineering productivity,
practitioners consistently perceive them
intelligent decision-support tools rather than
autonomous  security all
interviews, participants emphasized the continued
importance of human expertise, governance
mechanisms, and secure architectural design for
responsible Al adoption.

as

solutions.  Across

Theme 1: LLMs as Intelligent Enablers of Secure
Software Engineering

Participants consistently described LLMs as
valuable assistants that enhance software
development by improving code quality, security
analysis, documentation, vulnerability
interpretation, and deployment efficiency. Rather
than replacing developers, Al supported engineers
in performing repetitive and knowledge-intensive
activities more efficiently.

Several participants explained
accelerated coding,
documentation, infrastructure scripting,
development, and vulnerability
Participants also highlighted improvements in
developer productivity because engineers could
spend less time searching documentation and

that LLMs
automated
API

assessment.

secure

more time solving complex engineering problems.
Junior developers particularly benefited from Al-
assisted learning and technical explanations.
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These findings suggest that LLMs strengthen
multiple phases of the Software Development Life
Cycle by augmenting developer capabilities while
improving collaboration between development,
operations, and security teams. The findings
support previous studies arguing that Al-powered
software engineering enhances productivity, code
quality, and continuous security integration
(Robert et al., 2024; Joshi, 2025; Kumari et al.,
2026). Similarly, participants' experiences
reinforce evidence that Al-augmented DevSecOps
facilitates continuous security throughout CI/CD
environments (Allam, 2025; Beeram, 2026).

Theme 2: Human Oversight Remains Central to
Secure Al Adoption

A dominant finding across all interviews was that
practitioners did not trust LLMs to make
autonomous security decisions. Participants
repeatedly emphasized that Al-generated code,
architectural recommendations, and vulnerability
assessments require manual verification before
implementation.

Software engineers explained = that LLMs
occasionally generated inaccurate, outdated, or
overly generalized recommendations that failed to
reflect organizational requirements or application-
specific contexts. Consequently, organizations
continued relying on peer reviews, penetration
testing, static analysis tools, automated security
testing, and senior engineering approval before
deploying Al-generated outputs.

Participants viewed Al as complementary rather
than substitutive, arguing that professional
expertise remained indispensable for architectural
decisions, security validation, and regulatory
compliance. These findings strongly align with
Explainable Al literature emphasizing
transparency, accountability, and human-centered
Al adoption (Rehmat et al., 2025; Mittal, 2026).
The findings also support Socio-Technical Systems
Theory, which proposes that organizational
performance depends  upon  balancing
technological innovation with human expertise
and collaborative decision-making.

Theme 3: Architectural Integration Creates
Technical and Governance Challenges

Although participants acknowledged significant
productivity benefits, they consistently reported
that integrating LLMs into enterprise DevSecOps
pipelines  introduces complex architectural
challenges. These challenges extended beyond
software implementation to include governance,
scalability, interoperability, data privacy, and
cloud infrastructure management.

Participants working in multinational
organizations, banking, cloud computing, and
enterprise  software  emphasized  concerns
regarding APl dependency, deployment latency,
software  supply chain  security, prompt
engineering, and integration with existing CI/CD
automation. Organizations operating within
highly regulated environments also highlighted
the need to ensure compliance with internal
security standards before introducing Al services
into production systems.

Another recurring concern involved protecting
proprietary  source code and  sensitive
organizational knowledge when interacting with
external LLM services. Many participants
therefore preferred private deployments, locally
hosted models, or enterprise Al platforms that
minimized data exposure.

These findings reinforce earlier research
emphasizing software supply chain security, cloud-
native DevSecOps, and Al governance as critical
architectural priorities (Rusum, 2023; Vas, 2025;
Coston et al., 2025; Mahimalur et al., 2026). They
further demonstrate that successful LLM
integration requires comprehensive architectural
planning rather than simple tool adoption.

Theme 4: Trust, Explainability, and Governance
Drive Responsible Al Implementation

Another major theme concerned organizational
trust and governance. Participants consistently
argued that successful LLM adoption depends
upon explainability, transparent decision-making,
organizational policies, and clearly defined
governance frameworks.

Managers, consultants, architects, and security
professionals explained that organizations must

https://ijournalar.com

| Mannan et al., 2026 |

Page 303



INTERNATIONAL JOURNAL OF ADVANCED RESEARCH

ISSN: 3106-7980: 3106-7972

Volume 3, Issue 3, 2026

establish formal policies governing Al usage, data
privacy, model evaluation, accountability, and
continuous monitoring. Participants warned that
excessive dependence on Al could reduce
developers' critical thinking and increase
organizational security risks if appropriate
governance mechanisms were absent.

Several participants emphasized employee training
as an equally important component of Al
adoption.  Organizations introducing LLMs
without educating developers regarding model
limitations, hallucinations, privacy risks, and
secure prompt engineering may inadvertently
increase rather than reduce cybersecurity risks.
These observations correspond closely with the
Technology-Organization-Environment
Framework, which argues that successful
technology adoption depends not only upon
technological capability but also organizational
readiness and governance structures. The findings
also complement previous research highlighting
explainability, transparency, and responsible Al
governance as prerequisites for enterprise Al
implementation (Lin et al., 2025; Mittal, 2026;
Rehmat et al., 2025).

Theme 5: Future DevSecOps Will Combine
Intelligent Automation with Human Expertise
Participants viewed the future of software
engineering as one characterized by collaboration
between Al systems and experienced professionals
rather than full automation. Engineers anticipated
increasing use of LLMs for secure coding,
automated documentation, threat modeling,
compliance support, vulnerability explanation,
software architecture reviews, and incident
response.

However, respondents consistently rejected the
notion that Al would replace experienced software
engineers or security specialists. Instead, they
envisioned hybrid DevSecOps environments

where intelligent automation performs routine
technical activities while humans retain
responsibility for architectural design, governance,
ethical decision-making, and final security
validation.

Participants  further suggested that future
enterprise adoption will require domain-specific
models, stronger explainability, improved
benchmarking, integration with specialized
security knowledge bases, and continuous model
evaluation to improve reliability and reduce
hallucinations.

These findings support recent literature suggesting
that future Al-enabled software engineering will
increasingly emphasize human-Al collaboration,
explainable Al, secure automation, and
responsible  governance rather than fully
autonomous software development (Ahi &

Valizadeh, 2025; Bajlur et al., 2026; Singh, 2026).

Synthesis of Findings

Collectively, the five themes demonstrate that
LLMs are significantly transforming Al-augmented
DevSecOps pipelines by improving productivity,
secure coding, vulnerability management,
collaboration, and software quality. Nevertheless,
practitioners consistently perceived Al as an
intelligent assistant rather than an autonomous
decision-maker. Human oversight, organizational
governance, explainability, secure software
architecture, and continuous validation emerged
as  essential  conditions  for  successful
implementation. The findings indicate that
responsible  adoption  requires  balancing
technological innovation with organizational
capability, regulatory compliance, and
professional engineering expertise. Overall, the
study illustrates that sustainable Al-enabled
DevSecOps depends upon integrating intelligent
automation with robust governance and human-
centered secure software engineering practices.
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Table 2: Thematic Analysis of Findings

Theme Representative Codes

Subthemes Interpretation

Secure code generation;
vulnerability explanation;
documentation
automation; CI/CD
support; infrastructure
scripting; productivity

Theme 1: LLMs as
Intelligent Enablers of
Secure Software
Engineering

Human validation; peer
review; penetration testing;
explainability;
hallucinations; manual
approval

Theme 2: Human
Opversight Remains
Central to Secure Al
Adoption

Cloud integration; API
dependency; software
supply chain; scalability;
interoperability; private
deployment; data privacy

Theme 3: Architectural
Integration Creates
Technical and
Governance Challenges

Theme 4: Trust,
Explainability, and
Governance Drive

Responsible Al

Implementation

Al governance;
transparency; organizational
policy; compliance;
employee training;
accountability

Theme 5: Future Human-AlI collaboration;

augmentation; secure

LLMs improve productivity and
software quality by augmenting
developers throughout the
secure software lifecycle while
reducing repetitive engineering
tasks.

Al-assisted coding;
developer

SDLC; operational
efficiency

Practitioners consistently
validate Al-generated outputs
before deployment,
demonstrating that human

Trust; professional
judgment; Al
limitations; secure

verification expertise remains indispensable
despite increasing automation.
. Successful LLM integration
Enterprise

requires comprehensive

architectural planning,

governance, and secure
infrastructure rather than

architecture; cloud-
native DevSecOps;
governance; secure

infrastructure simple Al implementation.
Explainable Al Responsible Al adoptlon
. depends upon explainable
organizational

outputs, governance
frameworks, workforce
capability, and organizational
security policies.

readiness; policy
development; risk
management

Future DevSecOps ecosystems

Future software . i }
will combine Al automation

DevSecOps Will intelligent automation; engineering; ) i
. . . . . with human expertise to
Combine Intelligent model evaluation; security ~ responsible Al; )
) : , achieve secure, scalable, and
Automation with knowledge bases; collaborative
. . . . . trustworthy software
Human Expertise continuous improvement intelligence , ,
engineering.
Summary of Findings interconnected themes emerged: intelligent

The thematic analysis revealed that practitioners
overwhelmingly recognize the strategic value of

LLMs in strengthening secure software
engineering and Al-augmented DevSecOps
pipelines. While Al substantially improves

development efficiency, code quality, and security
automation, organizations continue to rely on
human expertise for validation, governance, and
architectural decision-making. Five

software engineering support, human oversight,
architectural integration challenges, governance
and explainability, and the future of collaborative
Al-enabled DevSecOps. Together, these findings
suggest that the longterm success of LLM
adoption depends not on replacing software
engineers but on creating secure, explainable, and
well-governed human-Al partnerships within
enterprise software engineering environments.
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Figure 1. Practitioner-Informed Action Model for Secure Integration of Large Language Models in
DevSecOps Environments

Conclusion

This study explored how Large Language Models
(LLMs) are being integrated into Al-augmented
DevSecOps pipelines and examined their
influence on secure software engineering practices
and architectural decision-making. Drawing upon
the perspectives of software engineers, DevSecOps
practitioners, security architects, cloud specialists,
Al engineers, and technology consultants, the
study identified five major themes that collectively
explain the opportunities and challenges
associated with enterprise adoption of LLMs. The
findings indicate that LLMs have evolved beyond
simple code-generation tools and are increasingly
supporting secure coding, vulnerability analysis,
security documentation, architectural reviews,
compliance assistance, incident investigation, and
software deployment activities. These capabilities
significantly productivity, improve
collaboration among development, operations,

enhance

and security teams, and accelerate secure software
delivery.

Despite these advantages, the findings also
demonstrate that organizations remain cautious
about relying exclusively on Al-generated
recommendations.  Participants  consistently
emphasized that human expertise, governance
mechanisms, explainability, —and  rigorous
validation remain fundamental to secure software
engineering. Architectural challenges such as
software supply chain security, cloud integration,
data privacy, model reliability, scalability, and
regulatory compliance continue to influence
implementation Consequently,
successful Al-augmented DevSecOps depends
upon achieving an appropriate balance between

decisions.

intelligent  automation and  professional
engineering judgment. Overall, the study
concludes that LLMs should be viewed as

collaborative partners that strengthen secure
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software engineering while preserving human
accountability ~ for  critical  security and
architectural decisions.

Theoretical Implications

This study contributes to the growing body of
knowledge on Al-assisted software engineering by
extending the application of Socio-Technical
Systems  Theory and the  Technology-
Organization-Environment (TOE) Framework
within the context of Al-augmented DevSecOps.
The findings reinforce the socio-technical
perspective by demonstrating that successful LLM
adoption depends not only on technological
capability but also on human expertise,
organizational collaboration, governance, and
continuous learning. The study further supports
the TOE Framework by illustrating that
technological readiness, organizational maturity,
security culture, and external regulatory pressures
collectively shape enterprise adoption of LLM-
enabled DevSecOps practices.

Additionally, the research extends existing
literature by providing qualitative insights into
practitioner experiences, an area that remains
comparatively underexplored. While previous
studies have predominantly focused on technical
architectures, algorithms, and automation
performance, this research highlights the
importance of trust, explainability, governance,
and  human-centered  decision-making  in
determining the effectiveness of Al-assisted secure
software engineering.

Practical Recommendations

The findings provide several  practical
recommendations for organizations seeking to
integrate LLMs into secure software development
environments.

First, organizations should position LLMs as
decision-support systems rather than autonomous
security solutions. Al-generated outputs should
always be validated through peer reviews,
automated security testing, and experienced
software engineers before deployment.

Second, enterprises should establish
comprehensive Al governance frameworks

covering data privacy, model evaluation, prompt
engineering, explainability, accountability, and
continuous monitoring. Clear organizational
policies will reduce risks associated with
hallucinations, insecure recommendations, and
inappropriate handling of proprietary software
assets.

Third, organizations should prioritize private or
enterprisegrade = LLM  deployments  when
processing sensitive source code, security
documentation, or confidential architectural
information. This approach strengthens software
supply chain security while ensuring compliance
with regulatory and organizational requirements.
Fourth, continuous workforce development
should accompany Al adoption. Training
programs focusing on secure prompt engineering,
Al limitations, responsible Al usage, and secure
software engineering practices will improve
developer capability and reduce excessive
dependence on automated recommendations.
Finally, organizations should integrate LLMs with
existing DevSecOps tools such as static application
security ~ testing, dynamic security testing,
vulnerability scanners, compliance monitoring
platforms, and threat intelligence systems. Such
layered integration will maximize the benefits of
Al while maintaining robust security assurance
throughout the software development lifecycle.

Limitations and Future Research Directions
Although this study provides valuable insights into
Al-augmented DevSecOps, several limitations
should be acknowledged. The study employed a
qualitative research design that focused on
obtaining rich practitioner perspectives rather
than producing statistically generalizable findings.
Participants  represented  selected  software
engineering domains and organizational settings;
therefore, the findings may not reflect all
industries, geographical regions, or organizational
contexts. Furthermore, the rapidly evolving nature
of Large Language Models means that
technological capabilities, governance practices,
and architectural approaches are likely to continue
changing over time.
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Future research may adopt mixed-methods or
quantitative approaches to validate the themes
identified in this study across larger and more
diverse  populations. Comparative  studies
examining differences between  industries,
organizational maturity levels, cloud
environments, and  national  regulatory
frameworks would further enrich understanding
of enterprise Al adoption. Researchers may also
investigate domain-specific LLMs for
cybersecurity, explainable Al techniques for secure
software engineering, human-Al collaboration
models, software supply chain protection, Al
governance frameworks, and autonomous
DevSecOps agents. Longitudinal studies exploring
how organizations adapt to continuous advances
in generative Al would also provide valuable
insights into the future evolution of secure
software engineering. Collectively, these research
directions can contribute to developing more
trustworthy, resilient, and human-centered Al-
augmented DevSecOps ecosystems.
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